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Course Code: CST3l3.7 , Course Tille: Cyber Security

Day and *,";i;f,.} End Semesterf,xamination (ESE)

lnstructions: 1) All questions are comPulsory.
2) Assume suitable data wherever necessary'

3) Figures to the dght indicate full marks.

a) Iliustrate the development ofe commerce security plan.

OR

a) Explain the role of Firewall and proxy server in cyber security.

b) Describe OWASP toP 10.

OR

b) Illustrate tools to achieve site security

Q.2

a) Explain the cyber crime with its types.

OR

a) Explain categorization ofcyber crime.

b) Illustrate the types ofsocial engineering in cyber security'

OR

b) Illustrate with suitable example, different phases of social

engineering.

Q.3 Solve any Two

a) Explain the Intellectual Property Rights (IPR).

b) Illustrate cyber stalking? Explain avoidance from cyber stalking?
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c) Differentiate between hacking and cracking in cyber cecurity'

Solve any Two

a) Describe with neat diagam procedures involved in cyber crime

investigation.

b) Illustrate e mail investigation tools'

c) Explain password hacking and cracking tools'

Solve any Two

a) Illustrate the different of forensic tools used for analysis'

b) Demonshate with an example Linux system forensics'

c) Describe the forensic science and technology'

Solve any Two

a) Explain in detail need and importance of cyber laws'

b) Explain the role of digital evidence in cyber security'

c) Explain the Indian evidence act - 5.65B'
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